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Implementing Information Privacy Rights in
At a political level the Universal Period Review ("UPR") under the International Covenant on Civil and Political Rights ("ICCPR") has also resulted in intense scrutiny of issues such as abortion and transgender rights. 7 However, when we turn to privacy as an information right -controlling the collection and use of personal data -the position has been entirely different. There have been no equivalent cases against Ireland before the Strasbourg court. The area has not featured to any extent in the UPR, where civil society has had other priorities. There is a significant body of national case law asserting information privacy rights -but even after the ECHR Act 2003 ("the 2003 Act") these cases have generally focused on privacy as a domestic constitutional right with little or no analysis of Article 8 ECHR. 8 The Government and Oireachtas have taken ECtHR jurisprudence into account in adopting criminal justice legislation but generally only in a limited way, passing laws only when forced to do so and confining the safeguards in those laws to the minimum necessary to resist challenge.
Until recently, therefore, international fundamental rights standards have had less impact in this area. However, this has changed significantly in a short time, to the extent that Ireland has now been described as an international "focal point" for privacy litigation. 10 In two landmark cases the Irish courts are at the forefront of human rights challenges to mass surveillance. The first, Digital Rights Ireland v.
Minister for Communications
11 , is an ongoing challenge to data retention -the collection and storage of information on the communications and movements of every citizen. It has already resulted in a decision of the Court of Justice of the European Union ("CJEU") striking down the Data Retention Directive as incompatible with the Charter of Fundamental Rights ("CFR") -the first time a directive has been invalidated on fundamental rights grounds. 12 The second, Schrems v. Data Protection Commissioner 13 , is in form a judicial review of the Data Protection Commissioner but in substance challenges the legality of data transfers to the United States following Edward Snowden's revelations of indiscriminate NSA surveillance.
14 This has also been the subject of a preliminary reference to the CJEU. 15 While the CJEU has yet to rule in that reference, the issues it raises are of political and economic importance and a decision in favour of the plaintiff would have far reaching consequences for EU-US relations.
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In addition to these cases, personal information held in Ireland is now the topic of important litigation before the US courts. In a case currently before the Second Circuit Court of Appeals, Microsoft is challenging a warrant issued by a district judge in the Southern District of New York which requires it to produce customer data held in its Dublin data centre. 17 That case presents fundamental questions regarding extraterritorial jurisdiction over personal data and the relationship between EU and US law. It has already provoked strong criticism from the European Commission http://www.irishtimes.com/news/ireland/irish-news/reworked-dna-bill-seeks-balance-between-privacyand-better-crime-detection-1.1524274. 10 which has suggested that the warrant contravenes international law by demanding data in a way which does not meet EU data protection standards. 18 In a rare move, the Irish government has intervened by filing an amicus curiae brief which argues that the warrant presents issues for Irish sovereignty and that the matter should be dealt with under the existing Mutual Legal Assistance Treaty ("MLAT") between Ireland and the United States. 19 How and why has this transition -from a largely domestic concept of privacy to one with a significant international dimension -taken place? This chapter surveys the law and suggests that the historically low impact of international information privacy norms in the Irish legal system can be explained by a combination of factors including a strong constitutional privacy right and limited use of surveillance evidence in criminal prosecutions. It goes on to discuss recent developments -in particular changing policing practices, the developing importance of the CFR in privacy cases, and the growth of the internet industry in Ireland -and identifies these as creating countervailing pressures which are increasingly forcing domestic law and policymakers to engage with international privacy standards.
Privacy in the Irish courts: from domestic to international standards
The attitude of the Irish courts to the ECHR has evolved significantly in recent years. Egan 20 has described an initial resistance and even hostility to ECtHR jurisprudencewith the courts instead preferring to address rights issues based solely on domestic law and the Constitution. From the mid to late 1990s onwards, however, there has been a growing receptiveness to ECHR arguments -to the point where the courts have on occasion been willing to consider ECtHR case law even in matters of constitutional interpretation. 21 This trend has strengthened following the incorporation of the ECHR into Irish law by the 2003 Act, mitigating previous concerns that the use of ECHR norms would undermine the dualist nature of the Irish legal system. As de Burca puts it in a more recent assessment, the Irish courts overall now regard the ECHR as an "additional resource for enhancing or strengthening certain rights, bringing other neglected or missing protections into Irish cases, informing the interpretation of the Constitution, and, in some cases, pointing out the incompatibilities of domestic legislation". 22 This is particularly important in the sphere of privacy, where Irish law lacks explicit constitutional protection. While a number of cases have found an unenumerated right to privacy in the Constitution, the scope of that right is still considerably narrower than that of Article 8 ECHR. 23 29 , for example, the High Court considered whether a witness before a tribunal of inquiry was entitled to have medical evidence heard in private. In deciding that he was not, Finnegan J. held that the matter could be determined based solely on the domestic case law, stating that "I do not see that these provisions [of Article 8] add anything to the constitutional right to privacy and in particular the Convention, as does the Constitution, requires a balancing of interests". Similarly, in Herrity v. Associated Newspapers 30 the High Court held that it was not necessary to consider Article 8 in determining whether a newspaper had breached the constitutional rights of the plaintiff by publishing details of an illegally intercepted telephone conversation, accepting without any discussion that Irish law on this point was in compliance with the ECHR.
While those cases were unusual in excluding any consideration of Article 8, even those cases which did address it tended to do so only in a cursory way as an appendix to more detailed consideration of the constitutional right. The leading decision on undercover media filming -Cogley and Aherne v. RTE 31 -mentions the ECHR right to privacy only in passing and places greater reliance on authority from New Zealand. Similarly, the decision in DPP v Colm Murphy 32 on the collection and use of telephone records in criminal proceedings gives only two paragraphs to considering 23 33 It was only in 2010 that the first judgments began to appear which engaged with Article 8 in any detail. 34 Why did these cases make little use of Article 8 at a time when the Irish courts were otherwise increasingly having regard to the ECHR? There are a number of possible answers ranging from the priorities of civil liberties groups, to the tactical choices of litigants to the receptiveness of individual judges. The main reason, however, appears to be the strength of the constitutional right to information privacy. Unlike England, where the courts struggled to identify a legal basis for privacy and had to rely on Article 8 to develop the doctrine of breach of confidence into a wider action of misuse of private information, the decision in Kennedy and Arnold v. Ireland 35 established early on that there was a freestanding cause of action for breach of privacy. In addition, the Irish courts have long accepted that constitutional rights can attract remedies both against the State and against private parties 36 -without any need to grapple with the difficult question of indirect horizontal effect of ECHR rights. 37 The comment of Finnegan J. in White v. Morris 38 that Article 8 does not "add anything to the constitutional right to privacy" reflected the strength of the domestic right and highlighted a judicial preference in these cases to reach a decision on purely domestic grounds where possible.
This approach was unproblematic so long as domestic law and international norms led to the same result. It has, however, led to some decisions which are inconsistent with Article 8. The most striking example is Atherton v. DPP 39 on the admissibility of covert video evidence. In this case the accused was charged with damaging his neighbour's hedge. The neighbour -apparently on the advice of a garda -set up a video camera in an upstairs window which recorded a view of the hedge but also looked into the accused's driveway, garden, front door and front windows. The accused argued that the resulting video footage had been obtained unlawfully and in breach of his constitutional rights -relying extensively on Article 8 case law. Peart J., however, did not address that case law at all but instead focused solely on the domestic law. He held that there was no invasion of the right to privacy where "the front of the accused's house is something which is visible from the public roadperhaps only with the use of a ladder, but nonetheless visible". He went on to say that while "a different view might easily be taken if the act of setting up the camera in the required position involved a trespass upon the property of the person to be observed" this was not such a case. Finally, Peart J. held that "there is no meaningful distinction between the evidence of what was happening to the hedge in the garden opposite that house being given in the form of video footage, and that very same evidence being given by the owner of the house opposite if he… was standing at the same window as the camera was set up at and observing himself what was happening". 33 From an Article 8 perspective, however, the judgment in Atherton is deeply problematic. It relies on the fact that the area was visible from the public road (with the aid of a ladder!) and from the facing houses to deny that any privacy interest existed. It also appears to introduce a "trespass doctrine" reminiscent of since discredited US authority. 40 But this approach is inconsistent with the decision of the ECtHR in Peck v. the United Kingdom 41 which makes it clear that privacy rights can subsist even in respect of CCTV footage of public areas. Peck confirms that privacy under Article 8 is a context-specific concept, where the fact that an event takes place in a public place is just one element in the overall assessment of whether there has been an interference with private life -by relying instead on a simplistic public/private divide Atherton clashes with established ECtHR doctrine. 42 It is somewhat ironic that in this way the strong domestic privacy right articulated in Kennedy v. Ireland 43 can effectively crowd out consideration of the ECHR and contribute to a weakening of privacy rights overall.
Applying privacy standards to surveillance
Another reason for the relatively limited impact of Article 8 in the Irish legal system is structural: state surveillance has predominantly been used for intelligence rather than prosecution purposes, minimising disclosure of surveillance tactics and possible judicial scrutiny. In relation to intercepted phone calls there is a settled policy on the part of police and prosecutors to use these for intelligence only 44 even though there is no statutory prohibition on the use of intercept evidence in criminal prosecutions. 45 Until recently, evidence obtained by bugging of buildings or cars was treated in the same way. 46 In 2007, then Minister for Justice Brian Lenihan explained this on the basis that "by using bugged and intercepted conversations as evidence in prosecutions, the force ran the risk of alerting criminals to Garda investigative techniques".
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This restriction had an important side effect -it limited the opportunities for the courts to assess the fundamental rights compliance of surveillance. As Heffernan has noted, the law of evidence plays an important part in police governance in Ireland. 48 When defendants challenge the admissibility of evidence they enable the courts to review the legality of police behaviour and help to hold gardaí accountable for failure to abide by the law. Because garda surveillance material has generally not been used 40 in prosecutions there has been little insight into its operation and few opportunities for the courts to consider whether surveillance meets the requirements of Article 8 ECHR. 49 This lack of scrutiny also meant that the State was able to persist with largely unregulated surveillance practices despite the fact that they did not meet ECHR standards. Article 8 requires that interferences with the right to private life must be "in accordance with the law". Broadly speaking, this principle of legality requires three conditions to be met in respect of surveillance. The first is that there should be a legal basis for the interference. The second is legal foreseeability, which requires that "the law must indicate the scope of [the discretion to order surveillance] conferred on the competent authorities and the manner of its exercise with sufficient clarity to give the individual adequate protection against arbitrary interference". 50 The third condition is that the law must provide "adequate and effective guarantees against abuse" to counter the increased risks resulting from the secret nature of the surveillance. This involves a contextual analysis which looks at the invasiveness of the particular surveillance system and the controls which serve to restrain it. In particular, it requires that there should be a supervisory body which is "independent of the authorities carrying out the surveillance", "objective" and "vested with sufficient powers and competence to exercise an effective and continuous control". 51 Historically, however, the State has used surveillance without any explicit legal basis, with regulation introduced reluctantly and belatedly when some scandal or outside pressure pushed the issue onto the agenda. 52 Legislation on the interception of communications was adopted in 1993 only after Taoiseach Charles Haughey was forced from office for bugging journalists' telephones -and has not been updated since then, despite fundamental technological changes in the meantime. 53 Legislation on data retention was first passed in 2005, largely because the Data Protection Commissioner threatened legal action if the practice was not put on a statutory basis.
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Legislation on covert surveillance came about only in 2009 following the public pressure caused by two high profile gang murders in Limerick. 55 There are, even now, 49 The one exception is data retention, where this point was addressed -albeit very briefly - 95 of that decision goes on to summarise the necessary safeguards in the context of telephone tapping: "In its case-law on secret measures of surveillance, the Court has developed the following minimum safeguards that should be set out in statute law in order to avoid abuses of power: the nature of the offences which may give rise to an interception order; a definition of the categories of people liable to have their telephones tapped; a limit on the duration of telephone tapping; the procedure to be followed for examining, using and storing the data obtained; the precautions to be taken when communicating the data to other parties; and the circumstances in which recordings may or must be erased or the tapes destroyed. 56 Against this background it is not surprising that the ill-fated Privacy Bill 2006, which proposed to create a far-reaching tort of "violation of privacy", specifically excluded state surveillance from its scope and would have provided a blanket immunity for "any act done by a public servant… acting in the course of his or her duties". 57 As a result, there have been few opportunities for either the legislature or the courts to examine the rights issues presented by state surveillance. This is, however, now beginning to change. Both the Digital Rights Ireland and Schrems cases have resulted in important statements of legal principle and in addition the Criminal Justice (Surveillance) Act 2009 has put several aspects of state surveillance under greater scrutiny. The 2009 Act did not introduce garda bugging of premises and planting of GPS tracking devices on vehicles; instead, it legislated for existing practices. The aim was to provide the basis to allow evidence to be used in prosecutions, not merely for intelligence purposes -making a deliberate trade-off between secrecy and the ability to obtain convictions. 58 In doing so, the 2009 Act introduced several new aspects into Irish surveillance law. For the first time there is a requirement of judicial authorisation before surveillance can be carried out 59 ; there is a prohibition on granting an authorisation where "the surveillance is likely to relate primarily to communications protected by privilege" 60 ; and there is provision for notification after the fact of those affected by surveillance. 61 These safeguards seem to have varying origins -in part reflecting the constitutional guarantee of the inviolability of the dwelling, in part ECtHR jurisprudence under Article 8 -but collectively they represent a significant step forward compared to previous practice. 62 They also highlight the inadequacy of the law in other areas, especially the interception of telephone calls. The 1993 interception legislation 63 was drafted to take ECHR standards of the time into account, but has not been updated to take account of significant developments since then. The 2009 Act reflects the subsequent jurisprudence of the ECtHR which now requires greater protections to be put in place in respect of matters such as judicial authorisation and oversight 64 , protection of privileged lawyer/client communications 65 , and notifying individuals that they have been the subject of surveillance. 66 It therefore provides an important comparator which civil liberties advocates can use to ask why similar protections do not apply to other forms of surveillance also.
The 2009 Act has already resulted in one successful challenge to the admissibility of surveillance evidence -in Sunny Idah v. DPP 67 recordings of face to face meetings between the appellant and undercover gardaí were found to be inadmissible where such recordings had not been authorised in accordance with the 2009 Act and where there was no element of urgency to justify the failure to seek an authorisation. Significantly, that case relied on ECtHR jurisprudence 68 in determining the extent of the right to privacy in the context of covert surveillance, and it is likely that further cases under the 2009 Act will result in increased scrutiny of surveillance practices against international standards.
The growing importance of the Charter of Fundamental Rights
In an Irish context the most important sources of international human rights law have historically been the International Bill of Human Rights and the ECHR. In the case of privacy, however, the EU Charter of Fundamental Rights is now equally -if not more -important. The CFR has only been binding on the EU and Member States since the entry into force of the Lisbon Treaty on 1 December 2009. Nevertheless, during that short period it has had a huge impact on internet privacy. 69 In addition to the Digital Rights Ireland and Schrems cases on state surveillance the CJEU has also relied on the CFR in Google Spain 70 to develop the so-called "right to be forgotten" as against search engines.
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Why is the CFR so significant for privacy law? A key reason is that it goes considerably further than other human rights instruments by recognising "protection of personal data" as a fundamental right parallel to but distinct from the right to privacy. 72 While Article 7 CFR simply mirrors the ECHR by providing that "[e]veryone has the right to respect for his or her private and family life, home and communications", Article 8 CFR adds a new right which has no counterpart under the ECHR:
Article 8
1.
Everyone has the right to the protection of personal data concerning him or her.
2.
Such data must be processed fairly for specified purposes and on the basis of the consent of the person concerned or some other legitimate basis laid down by law. Everyone has the right of access to data which has been collected concerning him or her, and the right to have it rectified. 3.
Compliance with these rules shall be subject to control by an independent authority.
The CFR therefore elevates data protection from a mere statutory right to one which is on a par with other fundamental rights. It also creates new obligations -such as the right of access to data and rectification of data -which are not recognised as aspects of the right to privacy under more traditional human rights instruments. As a result, the CFR is significantly more protective of privacy than the ECHR. 73 This can be seen when we consider the judgment of the CJEU in Digital Rights Ireland finding that the Data Retention Directive was disproportionate under Articles 7 and 8 of the Charter. While the CJEU found fault with many aspects of the Directive, one of the most significant flaws it identified was the lack of independent judicial approval before communications data could be accessed 74 -something prior ECtHR decisions had regarded as unproblematic. 75 The scope of the CFR is also important, as it will cover many privacy issues which might at first glance seem to be purely matters of domestic law. While the CFR does not generally apply to member states' own actions, it will do so when member states are "implementing" EU law. 76 As interpreted by the CJEU in Fransson 77 and Pfleger, 78 this will include "all situations governed by" or "within the scope of" EU law, including derogations from EU law. 79 In practice, this extends the CFR to cover many forms of national surveillance, as these will usually involve member states relying on either the derogations in the e-Privacy Directive 80 (to intercept communications or capture communications data) or else the derogations in the Data Protection Directive 81 (to collect and process personal data). 82 This has been confirmed by recent cases in the United Kingdom and the Netherlands where national courts have found domestic data retention laws to be within the scope of the CFR and therefore, applying Digital Rights Ireland, in violation of Articles 7 and 8. 83 There are also practical advantages to the recognition of privacy and data protection in the CFR which will make it significantly easier for civil liberties groups to assert these rights in the Irish legal system. As EU rights, these now provide litigants with the strategic and tactical advantages of other EU principles such as direct effect, supremacy and the requirement that national law must provide adequate and effective remedies. For example, in the domestic proceedings in the Digital Rights Ireland case the High Court accepted that restrictive national rules on standing and security for costs had to be relaxed where their enforcement would frustrate the enforcement of Charter rights, and Digital Rights Ireland was allowed to proceed on the basis of an action popularis. 84 Similarly, in Schrems v. Data Protection Commissioner the High Court granted Ireland's first protective costs order to the plaintiff. 85 In addition, judgments of the CJEU are self-executing while an applicant may wait some time for a decision of the ECtHR to be addressed in national law -making a reference to Luxembourg rather than an application to Strasbourg a much more attractive option for the enforcement of fundamental rights.
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Ireland as an internet hub
Attractive corporation tax rates have made Dublin a hub for the European headquarters of major multinational firms such as Google, Microsoft, Facebook, LinkedIn, Twitter and Yahoo. 87 Almost all these firms hold extensive user data in Ireland and many have designated their Irish subsidiary as the data controller for all users outside the United States. 88 Because of this, Irish privacy law is no longer merely a domestic issue -it now directly affects the rights of hundreds of millions of internet users throughout Europe and further afield.
This has already resulted in uncomfortable international scrutiny. Max Schrems, the Austrian privacy advocate who established the Europe v. Facebook campaign to challenge Facebook's handling of personal data, has been a leading critic. Dissatisfied with the response of the Irish Data Protection Commissioner ("DPC") to his complaints, he has described the Irish regulatory system as being deliberately lax and under-resourced in order to encourage internet firms to locate here. 89 While that portrayal is a little unfair -it attributes the undeniable government underfunding of data protection to a cunning plan rather than simple neglect -it has nevertheless achieved traction throughout Europe. 90 As a result it has forced a significant response aimed at shoring up Ireland's reputation: since 2014 funding for the DPC's office has been doubled, a Minister of State appointed with special responsibility for data protection and a consultative Data Forum established to provide for greater stakeholder input into data protection policy generally. 91 So long as Ireland hosts a significant portion of the internet industry this spotlight will continue to shine and at least three sets of international stakeholders can be expected to keep a close eye on Irish law.
First, privacy campaigners. The litigation in Schrems v. Data Protection Commissioner 92 highlights the fact that the presence of internet giants already makes Ireland a venue for litigation challenging use of our data. This will be even more the case once the proposed EU General Data Protection Regulation ("GDPR") is adopted. A key aim of the GDPR is to ease the regulatory burden on data controllers by providing a "one stop shop" mechanism for data protection oversight. 93 As things stand, multinational businesses in Europe must deal with data protection authorities in each country where they operate. Under the proposed one stop shop system, in important cross-border cases a business will primarily be regulated by a single data protection authority in the country where it has its "main establishment". 94 This will make the Irish Data Protection Commissioner the lead regulator for much of the internet industry, significantly increasing the number of complaints being dealt with under Irish law.
Second is the internet industry itself. Following the Snowden disclosures, customers of internet firms have become increasingly privacy conscious. 95 Customer trust now depends on the jurisdiction in which information is stored -and firms headquartered in Ireland have expressed concern that their commercial position could be harmed by a perception that Irish law is lax. In a confidential November 2014 meeting between senior executives in Google and the Minister for Finance, Michael Noonan, Google is reported as stressing that "data privacy and surveillance by Government is an important issue … the Governments' policies for requesting information from Internet companies needs to be clear and transparent" and "the strength of a country's competent authority for data privacy [is] now as important an issue for a country's competitive edge as their competent authority for taxation". 96 This corporate lobbying for stronger privacy rights is particularly significant: experience has shown that Irish governments are receptive to economic arguments in circumstances where fundamental rights arguments fall on deaf ears.
Internet firms are also bringing more attention to surveillance practices through their adoption of transparency reports. Pioneered by Google and since adopted by most of its peers, these reports aim to promote customer trust by describing the legal basis for disclosure of user information and providing statistics on the number of government requests for user data. 97 For each jurisdiction they will typically state how many official requests were received, how many users were affected and what percentage of the requests resulted in data being disclosed. These reports have helped to fill in some of the blanks in the otherwise secretive Irish system, and by highlighting the uncertain legal basis for internet surveillance have already provoked considerable media attention and helped to make the case for rights-based reform. 98 Third, law enforcement and national security agencies from other jurisdictions are increasingly seeking to access information held here and those states are already pushing for changes to facilitate this. 99 This trend was predicted by Swire, who in 2012 observed that the move away from conventional telephony and towards the use of encrypted internet services creates significant problems for traditional real time wiretapping. 100 As a result, governments are increasingly reliant on accessing stored communications in cloud services such as Hotmail. As Swire puts it, this creates a division between states which are information "haves" -where firms are based who can be compelled to provide information under domestic law -and information "have nots", who will be dependent on cooperation from the "have" jurisdictions using MLAT requests. 101 (Or, more controversially, by asserting that their laws have extraterritorial effect. 102 ) As an information "have", Ireland is set to be a battleground for future disputes around state access to personal data -again, forcing the courts and policy makers to engage with international privacy norms to a greater extent.
Conclusion
This chapter has illustrated the fact that the reception of international human rights norms into national law is a contingent process, even in a democracy with established civil society groups, statutory human rights institutions and increasing judicial and practitioner awareness of the international rights regimes. It has argued that in a perverse way the strong privacy right articulated in Kennedy and Arnold v. Ireland 103 has held back the development of information privacy law, as has the effective inability to challenge surveillance practices which are used for intelligence purposes rather than to gather evidence. It has also noted more recent changes in the wider legal and commercial environment which are increasingly forcing international privacy norms onto the domestic agenda, particularly as newer civil society groups such as Europe v. Facebook and Digital Rights Ireland have focused on litigation as a tool to promote internet privacy.
Ideally, the growth of the "information economy" in Ireland would have prompted a wide debate regarding the way in which Irish law protects privacy. To date, however, the involvement of policy makers and the legal system with international privacy norms has been largely ad hoc and reactive, and it would be unfortunate if this pattern were to continue. There is a pressing need for a wider assessment of Irish privacy law against international standards, particularly in the area of state surveillance of communications. While cases such as Schrems and Digital Rights Ireland have served to highlight international rights issues, litigation remains an expensive and slow mechanism which at worst can be a distraction from other approaches towards enforcing international standards. 104 That said, we can expect litigation in this area to increase unless Irish governments become more willing to proactively engage with international human rights standards.
